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next
Jossa e el it “ports’

. set vdom "root"

0 > | ° set status down

Elaae - 0 set type physical

e o e PP set snmp-index 5

AR A Y [ | next

FPXVULTM74 #| delete 1

AN his command is not allowed to execute. Please check with your administrator.
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:T:t*{ ;Eﬂ = Elu M026/04001 20:51:37 3 admin m QB detete 1 (ommand blocked by ssh-filter
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edit “porti@”
set vdom "root”
set status down
set type physical
set snmp-index 18
next

L4

edit "ssl.root”

set vdom "root”
set type tunnel
set alias "SSL VPN interface"
set snmp-index 11
next
end

o O O )10 O O

FPXVULTM74 (interface) # end

FPXVULTM74 # diagnose debug enable

FPXVULTM74 # diagnose debug disable
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@ Scan v
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# Patch »

[ ] Endpoints

¥ Action v B o o o
o

03 Test Lab Windows 3 Policy | Default

s Events Anti-Ransomware Events USB Monitor Events Sandbox Events PUA Events System Events

Vulnerability Events

Ui = &% i 3 AL

" AdeleVance Connection Status N
avance@acme.com Managed by EMS ® Managed ]
555-555-5555 . . s O
%, (3 Test Lab Windows Configuration Features Fo rtl Cllent Eﬁﬁﬁ
P DESKTOP-ISO9ROY > Policy Default 4 Antivirus enabled ~
os E® Microsoft Windows 10 Professional Edit.. Installer 7.4.1 Installer 1 Real-Time Protection enabled
P 100215 FortiClient Version 7.411736 £} Anti-Ransomware enabled ~ . -
MAC 08-00-27-cb-{7-48 Fart!Cl!ent Serial Number FCT8003913784163 Cloud Baf.ed Malware Outbreak Detection installed ﬁ l m ﬁ ﬁ Eﬂ
Public IP 17217249164 FortiClient ID 5ABOF7961EE14E65BB37AFCI95ABB.... Sandbox installed
. ZTNA Serial Number BAS03235650216438C1F759B84189... > Sandbox Cloud enabled
Status Online
Locati On-Fabri . Web Filter installed
acation WAl eTEs? Classification Tags Video Filter instalied
Owner Adele Vance s ideoFilterinstalle ﬂ W I ﬂ 91»
T e ’ Low Endpoint Detection & Response not installed
Tup'rag Application Firewall installed v
) Remote Access enabled
?:;znty Posture L 2 all__reglmered_cllems . . $ Vulnerability Scan enabled ~ A ﬁgﬁ
% Windows_10 Forensic Analysis SSOMATNStalled f '% =
L R @, Request Analysis W User Verification supported
Network Status 2 Ethernet ~ ~ [#] ZTNA enabled
. Privileged Access Agent installed
Hardware Details ~ Model VirtualBox E % é Ij]
Vendor  innotek GmbH Third Party Features
CPU 11th Gen Intel(R) Core(TM) i7-11... Virus & Threat Protection MNone
RAM 4095 MB Disk Encryption None
K RS et
HDD 100 GB i s A
Showing: 29 Load previous 50 | Skip to : Go | | Load next 50
. .
H = i i
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Add New Rule

0s m Mac Linux i0S Android
h Mac Linux
Rule Type EMS Management v
AD Group Windows Security
Managed AntiVirus Software
Certificate
EMS Management NOT Windows Defender is enabled
File
Logged in Domain Windows Defender is enabled
Registry Key Bitlocker Disk Encryption is enabled
gtén\r)mg Process Exploit Guard is enabled
ersion g
S e f\ppllcitlon_Guard AIS enabled
User Identity Windows Firewall is enabled

Vulnerable Devices
Windows Security

Windows Mac

Windows Mac Windows Mac Windows Windows

Mac

‘ Vulnerable Devices ‘ Logged in Domain ‘ Running Process { Registry Key

[ AntiVirus Software

Critical Required

NOT AV Software is installed and running
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Ermail office.com Raw Information
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“kE.:Il'": Ilerraillll

"value": "johndoegoffice.com” ,l

B johndoe@office.com
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Ermail offica.com Row Information

"type": "text"
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19.30K %, 9.66K & 376K

Analyst Curated Reports L Al Generated Reports 0 -5 Automated Reports

Darknet 1.08K OSINT 783K Technical intelligence 550K HUMINT 15K i FortiGuard Research &9

qgh Relevance RODC(’(S view all reports [3272x)

[Threat Campaign Alert] Shuckworm Targets Indicators of compromise (loCs) associated with [Early Warning][CERT-Hong Kong:Advisory]
Foreign Military Mission Based in Ukraine Ransomware Samples - [Apr 11, 2025] Juniper Junos OS Multiple Vulnerabilities

2026 Oct 12, 2028 Oct 12, 2026 Oct 12 2026 Oct 12 2026 Oct 12 2026

[Early Warning][CERT-Hong Kong:Advisory) GitLab [Data Breach Alert] Database of Pure Incubation _ Pass from a Database of an Unknown
Multiple Vulnerabilities s Ventures [www.pureincubation.com) shared on a < Organization.
: - cyber-crime forum BreachForums' Oct 12, 2026

Oct 12, 2026 Oct 12 202
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TERRBEE

@ (Enterprise Threat Detection)

YIRS HEGRENSHENRE 758
&2 15,EJ PR ZETF IR SIEM 20
ThEE

FHEHE

Wl]  (Incident Management)

EY

oy BEERS Vfﬁﬁﬂﬂﬁﬂzﬁﬁ EIN8cEA
B#EiE - sEEEBEEE TN
BORSF[c] pE I B % :

< iy s A
SXRERaEREIE
cé% (SecOps Functions and Management)
PO mEmRmamEE BB s
BB - BT SZIRIEE

(Automation Everywhere)
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EERs — VPN EAREEE
FortiSOAR Playbook - $SEEEREEAY [HRERERIZ] BiE

p Playbooks / Collections / Demo / 01.Multiple Logon F...

VPN &
St ) smnuas
v Active  01.Multiple Logon Failures: VPN $

Description VPN ﬁAE%EE VPN g)\ﬁ'&ﬂi&iﬂﬁé )
Last Modified 08/25/ BIOCk the IP

Automation x on Firewall

e Start ~

l Update Alert

&8 User 1RE

No Action

o Block the IP on FortiGate Check User from AD

l l ; | Yes

@ Update the Alert User Exists

%N User J

Yes | ~

_ + Unblock the IP 3 |
Lolln on Firewall User &K 5k 48 hrs %

) 4

o Unblock the IP on FortiGa...

Close Alert

@ Close the Alert




*akﬁbz. — VPN EANEREER

HiHE S SMEREBRN [RiEMEE ]

f

From To Subject Received
<secops@fortilab.cc> size=2677 <eve.dropper@fortilab.cc> [FortiSOAR] VPN & AKX #ES, BE#H IP - 175.27.168.51 Thursday, 11 Sep 2025 11:06:08 AM

\

Received Thursday, 11 Sep 2025 11:06:08 AM
From <secops@fortilab.cc> size=2677

To <eve.dropper@fortilab.cc>
Subject [FortiSOAR] VPN EAKXKX &A%, B#H IP - 175.27.168.51

HTML @ Plain Text Source Download
Hi,

IP: 175.27.168.51 B4 ]84
[RA: VPN BALXKTEEZ

BRI I, AT 1P 594, HERN T BERTRSH BER :
iRz

FortiSOAR Admin.
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fERR 1P $95H - EFE%‘EE)J [RERFIERIE] Bis

@ FortiSOAR” ]

VPN BEAKKMREAZ IP EHH

IP: 175.27.168.51 B# 4

JRE: VPN BA LK REBZ

=R P, WA KARBRIE IP £8H, EEA "IBHR" &, 2T RiREH.
ERNEERRILE IP HH, AEEMBALERE.

EH
—F KRBT HE R, SLfERE, FEERRER IP HHi, RTRET(F

<

“«




iEiiSS — VPN BEAREES

FortiSOAR - IT AIRNSHE SRS ZEFE BENMCEIERT=4ED

X Alert: 42 VPN logon failures for user eve.dropper fro... » Q Workspace @M
LIRS Alert-12 | 42 VPN logon failures fo... i /S o Commante Recommendations
Last Modified 09/11/2025 11:08 AM by Playbook

Q Searc
@ o
Closure Details (a) Playbook
Clesd 4 minutes ago
Closure Notes Closure Reason Block the source IP 175.27.168.51 on
FortiGate
BRMAIR IP - 175.27.168.51 Py ki 8, b4k Resolved v
+ Repl
eve.dropper R IRBE M. .

ARBREHIER: —RHEIETIERE, EWRE, FERRE

/&) Playbook
R IP i, AL Lk

4 minutes ago

X 1P HE@ENSS

eve.dropper@fortilab.cc

Type Details « Reply
Type Select v Technique Credential Access Technique ID T1110.001 (&) Playbook
L sl 2 minutes ago
Unblock the source IP 175.27.168.51 on
- FortiGate.
¥ Hi = Cial + Reply b
& Actions a | »ff Execute = I Escalate Send Email 1, Export Record {7 Delete Record

[# Edit Record 4+ New Comment



Fortinet kG Al Bl+3k, fBEELAEHR

S\ 1 N
55/\
Bl A BEESSIRREE
7 EEEA
25

fRE

AR R Al 1260
ELHY

i =B R R BRI

Hr
S
ean A0

iz gy Al B ML J= 4 Bl S ThAE

Warmms Al 2ES

© Fortinet Inc. All Rights Reserved. 68



=) Fortinet Al [REE LM FH 2215

=\
\
EEAHE

B
Shadow Al LLM Al Autonomous
Lockdown Security Factory Threat Detection
m U

w
e IE() ‘§EW@
L) . -
foriiClent FortiAnalyzer Fort iCNAPP FortiNDR  FortiEDR
@) @ g |
— ]|\

= XU
Agentic
Framework

3 (& © 0 |||«
j = U I

\_ J L
—FortiAl Bz AL =

© Fortinet Inc. All Rights R

eserved. 54



L s F  "RTINET

Al AEBESEZEELL
BRiBARTAIZE CHEZ PR,




	Start
	Slide 1

	開頭
	Slide 2: 2026高盛全球科技論壇
	Slide 3: AI 驅動的犯罪服務與工具化
	Slide 4: 2026 FortiGuard Labs 全球威脅趨勢報告

	PAM-EMS-FAC
	Slide 5: 活生生的例子
	Slide 6: 智慧的成果，需仰賴多方的專業
	Slide 7: 普遍的實際狀況
	Slide 8: 維護與維修
	Slide 9: 法規的督促力
	Slide 10: FortiPAM - 關鍵身分與特權治理
	Slide 11: FortiPAM - 關鍵身分與特權治理
	Slide 12: FortiPAM - 關鍵身分與特權治理
	Slide 13: FortiPAM - 關鍵身分與特權治理
	Slide 14: FortiPAM - 關鍵身分與特權治理
	Slide 15: FortiPAM - 關鍵身分與特權治理
	Slide 16: FortiPAM - 關鍵身分與特權治理
	Slide 17: FortiPAM - 關鍵身分與特權治理
	Slide 18: FortiPAM - 關鍵身分與特權治理
	Slide 19
	Slide 20
	Slide 21: FortiToken – 多因子認證
	Slide 22: FortiAuthenticator  – 中央認證管理平台
	Slide 23
	Slide 24: 端點零信任合規與管理
	Slide 25: FortiClient EMS  - 端點零信任合規與管理
	Slide 26: FortiClient EMS  - 端點零信任合規與管理
	Slide 27: FortiClient EMS  - 端點零信任合規與管理
	Slide 28: FortiClient EMS + FortiPAM - 零信任特權安控平台

	Recon
	Slide 29
	Slide 30: FortiRecon - 數位風險保護服務 (DRPS)  
	Slide 31: FortiRecon - 數位風險保護服務 (DRPS) 
	Slide 32: 在駭客找到你的問題前，先進行修補！
	Slide 33: 駭客攻擊前都會來探測一下，那它們能看到什麼就很重要
	Slide 34: 有無使用者帳密外洩？！
	Slide 35: FortiRecon - 數位風險保護服務 (DRPS) 
	Slide 36: 社群媒體 – 有跟公司名稱相關帳號的的活動？
	Slide 37: 釣魚網站 – 冒用內容進行釣魚的網站
	Slide 38: 公開存取的雲端存儲空間有沒有公司相關的文件？
	Slide 39: 雲端程式碼倉庫有沒有洩漏了重要資訊？
	Slide 40: FortiRecon - 數位風險保護服務 (DRPS) 
	Slide 41: 在暗網交易的內容比我們想像中的更多更頻繁
	Slide 42: 團隊監控暗網，發現有相關事件即時通報

	SoC
	Slide 43
	Slide 44: 為什麼需要自動化(SOAR) ? 問題總是在睡覺時發生
	Slide 45: FortiSIEM - 安全資訊與事件管理平台
	Slide 46: FortiSOAR – 進階協作與自動化回應平台
	Slide 47: FortiSOAR – 進階協作與自動化回應平台
	Slide 48: FortiSIEM 與 FortiSOAR 的協奏曲
	Slide 49: 模擬場景 一 VPN 登入異常處置
	Slide 50: 模擬場景 一 VPN 登入異常處置
	Slide 51: 模擬場景 一 VPN 登入異常處置
	Slide 52: 模擬場景 一 VPN 登入異常處置

	END
	Slide 53: Fortinet 深研 AI 數十載，極致淬鍊
	Slide 54
	Slide 55


